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1. DC Loader — Loading a New DC

Landonline DC Loader X

DELIVERED BY LINZ

This wizard takes you through the steps required to download a new
D, reload a DC, complete your DT annual renewal process, or
transfer your DC from one computer to another.

This process takes eight steps to complete.

Flease have your Landonling User [D, your DC Authorisation Code and

your DG Reference Mumber on hand. You will have received these by
ernail frorn the LINZ Registration Authority.

Click "Mext" to continue.

For azzistance, call 0500 665 463 and chooze Cption 1, then Option 6.

Cancel |

Prior to seeing this screen, the Loader will have checked the following:

1. The version number against that stored at LINZ to ensure it is current. If not,
an error message will be displayed.

2. The Operating system and version of IE. If not supported, an error message
will be displayed.

3. You have rights to create files on your C:\ drive. If not, an error message will
be displayed.



2. Consent Screen

X

Landonline DC Loader

Foar this wizard and Landonline application to function caorrectly, the
following root and intermediate digital cerificates may need to be
automatically installed. If you need to view the details of one of the
certificates listed below, highlight and click ‘Details’

Cerificate Mame:

Cybertruzt Common |zsuer T4 1
GlobalSian RootSign Partners CAT
GlobalSign Root CAT

Cybertruzst Common zsuer G 1
GlobalSian RootSign Partners CAT
GlobalSign Root CAT

- [ trust these certificates and allow this wizard to install Dietails...

them to my computer on my behalf

Tick to accept and click "Mext" to continue.

For azsistance, call LINZ Customer Support on 0500 665463,

¢ Back | | Cancel

This screen displays a list of Certificates that may be installed on your computer by
the DC loader.

If you would like more information on these certificates, highlight the certificate and
click the ‘details’ button.

To move to the next screen, tick the white box and click next . This will allow the DC
loader to install the certificates.



3. Options Screen

Landonline DC Loader

You should select the option based on the process you are wanting to complete.



4. Entry Screen

Landonline DC Loader x|

Flease enter your Landanline User ID, DC Heference Nurmber and DC
Autharisation Code in the fields provided:

Landonline User Mame:

Ikprendergasﬂm

OC Reference Mumber;

|1 744831

DC Authorisation Code;

IF.&YD-GJASH-SLIE.J

Click "Mext" to continue.

For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

¢ Back I MHest > I Cancel

You are required to enter information into this screen as detailed.

There are checks on User Names, Reference Numbers and Authorisation Codes to
ensure they are entered in the correct format. Error messages will be displayed if not
entered correctly at this point.



5. DC File Location

Landonline DC Loader x|

Use "Browse" below to locate your C:Y drive where you should create a
new folder to stare your DC. Call this folder "LINZ Cerificates”.

File Location:

C:ALIME Certificates Browze. .. |

When this wizard has loaded your DC, it will be stored in the "LINZ
Cerificates” folder on your C:h drive.

Click "Mext" to continue.

For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

¢ Back I MHest > I Cancel

You will be prompted to identify where you would like your DC stored. The Loader
defaults to C:\LINZ Certificates. You can change this to any location you wish but it
is recommended to accept the default location where possible.



6. Devise Passphrase

Landonline DC Loader X

You now need to devise and enter your unigue DC passphrase.

IMPORTANT:
If you have Certify and Sign rights, this passphrase will be used as

your passphrase for Landonline e-dealing, e-survey and TA e-cerifying
and signing purposes,

For all other users, this passphrase is required if you want to move
your DC from one computer to another,

Click "Mext" to continue.

For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

¢ Back

Cancel |

Before you click ‘next’, it is important that you devise your passphrase.
It must:

e contain one upper and lower case letter, one numeric character, be at least
eight characters in length and not be the same as your userid or password.

It must not:

e contain a character that makes up more than half the characters in the
passphrase.



7. Enter Passphrase

Landonline DC Loader x|

You now need to devise and enter your unigue DC passphrase.

Your unigque DC passphrase must:
* hbe different frorm your Landonline User ID and Landonline User password
* be at least eight characters long

= contain at least one lowercase letter, one uppercase letter and one numeric
character.

* have no one particular character making up more than half the characters in
the password.

Ensure you do not

DC Passphrase: I have Caps Lock on
when you enter your
Re-enter DC Passphrase: |’1 \Passphrase.

Click "Mext" to continue.
For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

¢ Back I MHest > I Cancel

Enter your unique passphrase. The Loader will check that the minimum
requirements are met as outlined on the screen. If they are not met, error messages
will be displayed.



8. Check Detalils

Landonline DC Loader x|

Flease check the details listed below and confirm they are caorrect by clicking
“Mext". If they are not correct, select "Back” and re-enter the details as reguired:

Load new digital certificate

zer ID: kprendergas001

Reference Mumber: 18744231
Authorization Code: FAYD-GASR-SUE
Save DC to: CALIMNZ Certificates

Clicking "Mext" will start the download process. Please wait until the "Download
iz Complete” screen appears before proceeding to the next screen.

For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

¢ Back

Cancel |

You should check the details as shown in your screen are correct. The next screen
starts the download process and any incorrect information here will mean a failure
and associated errors will be displayed.

Click ‘next’.



9. Downloading and Importing

Landonline DC Loader

Your OC is now being loaded, please wait
e &

* Ifthe dialog box "Root Certificate Store” appears during loading,
click es'

* Ifthe dialog box “lmpoarting a new private exchange key" appears
during loading, click 'Ok’

* Ifthe dialog box "Deleting your private exchange key" appears
during loading, click 'Ok’

For assistance, call 0500 665 463 and chooze Cption 1, then Option 6.

The Loader is now going to the Betrusted website to download the DC.

Once it has the DC, a copy is placed in the specified location e.g. C:\LINZ
Certificates. It is then imported into the browser.




10. Message Box on Download

Importing a new private exchange key! El

An application is creating a Protected item.

Security level zet to Medium Set Securty Level.. |

Cancel Details... |

The Loader is creating a DC which is a protected item.

Click “OK”



11. Message Box on Download

Security Warning - El

& You are about ko inskall a certificate From a certification authaority (240 claiming bo represent:
beTRIUSTed Rook CA - Entrust Imnplementation
Windows cannot walidate that the certificate is actually from "beTRIJSTed Root C4 - Entrust Implementation”, You
shauld canfirm its arigin by conkacting "BeTRUSTed Raoak 8 - Entrust Implementation”, The Fallowing nurmber wil
assist wou in this process:
Thumbprink (shal): 72997913 ECIBEODAE 6501BRDT B24A7TEAS AECZEELR
\Warning:
If wou install this root certificate, Mindows will automatically trust any certificate issued by this CA, Installing a

certificate with an unconfirmed thumbprint is a security risk. IF vou click "Yes" you acknowledge this risk.,

Do wou wank to inskall this certificater

If you are a new customer who has never had a DC from LINZ on your PC, you will
get this message.

Click “Yes”.



12. Download Complete Screen

Landonline DC Loader x|

Thank you.
Your DC Download is now complete.

Before you can logon to Landonline, please call 0800 BES 463,
choose option 1, then option 5 to receive your Landonline User
password,

Flease ensure you have read and understood the Digital Certificate
Llser obligations on the Landonline website,

Click "Finish" to exit this wizard.

The DC is now downloaded. You can now logon to Landonline once you have your
password.
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